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Abstract

Virtualization is a way of simultaneously running multiple operating systems on a physical computer.
Virtualization can run on virtually every machine, from embedded systems-on-chip, to large data centers and
cloud environments. Simple on its surface, virtualization taps into possibilities that would be either
unavailable or too involved to obtain from non-virtualized hardware. In this light, the aim of this paper is to
provide a survey and analysis of virtualization and its applications, and trace ways of its usage in teaching of
CS courses as well as the equipping of well-rounded CS laboratories with virtualization capabilities. The
hope is that this survey will be of value to instructors, laboratory administrators as well as to advanced
students undertaking a self-study of operating systems and their applications.
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1 INTRODUCTION

Virtualization is a way of running virtual computer systems on a single physical computer. At present,
virtualization is a ripe technique supported in the major CPU designs as well as the necessary virtualization
software, and is already an inextricable part of production environments. With that, computer virtualization
ought to become an inextricable part of the computer science (CS) education as well. Virtualization is useful
because it provides several possibilities in addition to classical in-hardware operation: running multiple
operating systems simultaneously; easier software installations; testing and disaster recovery; infrastructure
consolidation, to name but a few.

As far as the fundamental virtualization technologies are concerned, there are three major virtualization
approaches (Kolyshkin, 2006): emulation, paravirtualization and operating system-level virtualization. In the
emulation paradigm, operating systems that support the underlying platform are being emulated, either by
emulating the processor capabilities, or by passing code to the physical CPU on the host system. The
emulated environments are usually of low performance compared to other approaches. Para-virtualization on
the other hand is run on a hypervisor - also known as a monitor - which represents a thin layer between the
host and the guest operating system. While the performance of para-virtualization is generally better than
that of emulation, it has the disadvantage that it requires modifications to the guest operating systems in
order for them to operate properly. Finally, the operating system-level virtualization enables kernel
virtualization and therefore it is possible to run multiple isolated environments in parallel on a single host
operating system. In all cases, the use of virtualization provides a virtual environment also known as a virtual
container, which is an isolated program execution environment with its own set of processes, independent of
other, possibly coexisting machines on the same physical server. This gives rise to possibilities, such as for
example: improved server consolidation, allowing better organization in the server room, reducing the
number of physical servers and the physical operating systems running on them. Another advantage is that
security can be improved dramatically via isolated virtual environments. In addition, there is a possibility to
perform the so-called teleportation that is live migration of the installations. Thus, with operating system level
virtualization we talk of operating system hosting, where users of virtual environments have full set of
administrative privileges on the hardware and even communication devices to which the container is
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interfaced. This allows much simplified software development and testing, and therefore plays a very
significant role in the education of computer science students. With such setups, each student can have a
virtual environment, which can be re-created, duplicated or destroyed within minutes, unlike the equipment in
the classical computer laboratory.

In the following, we will focus on OS-level virtualization and will be using the current standard terminology:
Host operating system (host) is an operating system running on physical computing hardware. Guest
operating systems (guest) are virtual installations running atop the host operating systems. A Virtual machine
(VM) represents a container of data and metadata allowing together a guest OS to run in a shared
environment.

A non-negligible number of courses in the curricula of computer science programs can benefit from the use
of operating system virtualization in computer laboratories, as well as the conduct of lectures, exercises and
completing homework assignments. Consequently, the virtualization of operating system has found its
applications in numerous teaching areas such as teaching of operating system administration and
architecture; distance education; moving information technologies for education to cloud computing; energy-
efficient computing; the use of thin clients; applications of virtualization in forensics; teaching of
communication and computer network design and administration. Virtualization technology, however, given
its intrinsic complexity and the gamut of possibilities it offers, presents a number of challenges to be
overcome by higher education instructors, lab administrators, students, etc.

In this light, the aim of this paper is to provide a survey and analysis of virtualization and its applications, and
trace the ways of its use in teaching of CS subjects as well as the equipping well-rounded CS laboratories
with virtualization capabilities. The hope is that this survey will be of value to instructors, laboratory
administrators as well as to advanced students undertaking a self-study of operating systems and their
applications.

2 STATE-OF-THE-ART FEATURES IN VIRTUALIZATION

The provisions for portability, export and import of virtual machines today, coupled with the fast SSD storage
devices enable VMs to be created, cloned, replicated or deleted within seconds. Effectively, one has a
structure of branched snapshots and cloning, allowing for storage of VM's state in a dynamic tree-structure.

Guest additions represent modifications of the guest operating systems, allowing shared folders between the
host and the guests, seamless windows integration in a graphical user interface environment, 3D
acceleration of graphics etc.

On the hardware support side, notable state-of-the-art features offered by today's virtualization solutions are:
guest multiprocessing (SMP) - where guest operating systems have direct access to the cores or threads of
the physical CPU; support for transparently connecting physical USB devices to the guest OSes; full ACPI
support, allowing guest operating systems to take advantage of the reduced-power CPU C-states, multi-
screen resolutions, PXE Network boot etc.

Virtual storage devices have an impressive support in today's virtualization technology. All common
controllers are presented to the virtual OS. Examples include IDE, SATA (AHCI), SCSI, SAS, USB MSD, and
NVMe. Disk image files are the norm in the use of guest VMs, and several standard formats are supported,
such as VDI, VMDK, VHD, and HDD. Virtual storage is supported by features such as differencing images,
cloning disk images, CD/DVD support.

Virtual networking. Virtual networking is supported by virtualizing networking hardware in several networking
modes such as network address translation (NAT), bridged networking (intended to share the physical
interfaces of the host hardware with the guest installations), internal networking (limited to guest OSes),
host-only networking, UDP tunnel networking, virtual distributed Ethernet (VDE) etc.

Remote use of virtual machines is also supported by a range of impressive features, including remote
display (VRDP) support, running of headless guests, remote desktop servers, remote USB connection, RDP
authentication, RDP encryption, multiple connections to the VRDP server, multiple remote monitors, VRDP
video redirection etc.

Teleporting is the process of moving a virtual machine over a network from one physical host to another,
while the virtual machine is running. Teleporting plays an important role in high-availability servers, and is
supported in several major implementations of OS-level virtualization.

Scripting for VM Management allows the administrator of a virtualized environment to control virtual
machines from the command line of the host operating system. This includes creating, modifying, and
cloning of VMs, import and export of VMs, full control while running a VM, and gathering metrics and
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statistics about the operation of the VMs.

Other advanced features in the state of art virtualization platforms include CPU hot-plugging, PCI pass-
through, raw host hard disk and access from the virtual machines to physical iSCSI servers, etc.

Finally, heightened security in a virtualized environment is achieved by encapsulating a guest and executing
it in a protected environment, as well as encryption of RDP (if used) and encryption of virtual storage.

3 OPERATING SYSTEM VIRTUALIZATION IN THE EDUCATION OF COMPUTER
SCIENCE STUDENTS

A number of authors have recently pointed out the advantages of operating system virtualization in the
education of computer science students (see the List of References). Gaspar et al. (2008a, 2008b, 2008c)
review the past, present, and future in the adoption of virtualization. Agrawal et al (2014) report the
implementation of virtualization on thin client/server architecture as an application of green computing. While
consolidation through virtualization on the server side is not new technology, recently with the rise of
workstation and desktop computing power, we can talk about consolidation at the client (particularly desktop)
side as a natural consequence of the advances in computing technology.

Sayler et al. (2014) discuss that increasingly, students bring their own devices such as portable computers,
laptops, tablets etc. to the computer laboratory or the CS classroom. Therefore, the hardware environment is
increasingly diverse and poses a challenge to distributing a uniform set of development environments for the
core CS courses. However, with the virtualization at hand, it is perfectly possible to deploy a uniform set of
tools while employing a limited number of system lab administrators. Therefore, virtualization is a natural
enabler of the "bring your own device" (BYOD) concept of computer science laboratory, and it is especially
effective in educational institutions with budget limitations located in less developed countries.

The computing cloud is a relatively new technology, allowing access to a set of remote servers through the
publicly routed Internet in order to access data and applications (Bala, 2010). The cloud, by its nature,
represents virtualization of resources while hiding the complexity of its management and maintenance from
its end users. By using virtual technology, an educational institution can become (1) an infrastructure
provider, providing infrastructure as service which can be used on demand to run applications operating
systems and services for the organization or individual department needs, while providing at the same time
both local and global access transparently; (2) a provider of platform services, providing consolidated access
to security-enhanced OS platforms on premises; and (3) a provider of software services.

A thin client is an end-user terminal which is designed to connect to other, computationally more capable
devices such as workstations or servers, and take the advantage of their higher computing power without the
need to duplicate hardware, thus reducing costs, system complexity, energy expenditures, and
administration efforts (Cimen et al., 2014). In recent years, the use of thin clients and powerful servers
becomes especially interesting in the context of operating system virtualization. Cimen et al. (2014)
presented their testbed configuration implemented in a public college using 270 terminals and 9 servers. In
this design, both staff and students can access their data from multiple locations equipped with thin clients
and, as an added benefit, they are always presented with the same interface and settings. It was concluded
in this study that a major benefit of this type of virtual setup was the reduction in power consumption of thin
clients, which was approximately 1/10 of the consumption that would be incurred by the full-fledged desktops
or workstations. Therefore, applications of virtualization in campus environments reduce the cost of
ownership and operation but also have significant reduction of their environmental impact. We expect,
therefore, that the architecture of thin clients and servers will become widespread in educational institutions,
thus further promoting the use of virtualization at the server side.

The use of virtual machines in the teaching of operating systems and OS administration was studied by
Vollrath and Jenkins (2004). Teaching of operating systems requires at least one piece of full-fledged
computer hardware for each student in the class. While using removable hard drives can be effective in
minimizing the total number of computers needed, it is argued in (Vollrath and Jenkins, 2004) that virtual
machine technology has the potential to not only reduce the operating costs of such laboratories but also
simulate multiple computers on a single physical machine simultaneously. It is concluded that, while there
are some drawbacks to using virtualization, the weight is on the advantages, meaning that virtualization has
the potential to promote significantly the way we teach operating systems and system administration to date.
In addition, virtualization environments can be replicated very easily in software and that allows the trainees
for students to be focusing less on the installation of virtual machinery and more on management and the
gist of the courses they are attending.
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4 CONCLUSION

Virtualization is a way of simultaneously running multiple operating systems on a physical computer.
Virtualization can run on virtually every machine, from embedded systems-on-chip, to large datacenters and
cloud environments. Simple on its surface, virtualization taps into possibilities that would be either
unavailable or too involved to obtain from non-virtualized hardware.

Virtualization brings multiple benefits to the table: concurrent operation on non-native hardware; images of
operating systems together with the associated data can be stored on networked systems and teleported;
developers using virtualization can, at a fraction of the effort, develop a thorough grasp of the existing
operating systems or work on their development, without the need to have all the diverse hardware actually
deployed; the abundant computational power available today allows for real-time interaction with the virtual
appliances; and the list goes on. At present, virtualization is a ripe technique supported both in the major
CPU designs, and in the necessary virtualization software, and is already an inextricable part of production
environments. With that, computer virtualization ought to become an inextricable part of the computer
science (CS) education as well.

Together with the benefits of virtualization, there comes the burden of conquering this new technology by
students, system administrators, and teachers at the tertiary level preparing the future CS experts. To be
successful at these tasks, a wealth of information needs to be sifted through before selecting the right
platforms for the computer science education and laboratory.

We provided a brief survey and analysis of virtualization and its applications, and traced the ways of its use
in teaching of CS subjects. The hope is that this survey will be of value to instructors, laboratory
administrators as well as to advanced students undertaking a self-study of operating systems and their
applications.
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