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Cloud computing is the popular technology and seems to be very promising for the future trends. In the cloud computing, programs and data are stored
and sometimes processed in cloud. So data and programs can easy be accessible anywhere, anytime. Cloud computing is also a very applicable solution
for e-government services due to cost effectiveness and efficiency of services. While it eliminates the need of maintaining costly computing facilities by
companies and institutes, one of the barriers for cloud adoption is still security concerns. Out of cloud computing is depended upon internet, safety topics
such as, confidentiality, authentication, privacy, and data securities are the main concerns. In the cloud, users should search encryption capabilities for
preserving and retaining their data. In the same time, they have to protect the functionality of the underlying cloud applications. There are many
encryption algorithms to encrypt the data. However, there are new varieties of cyber-attacks developed that threaten the data in the cloud infrastructure.
These attacks allow the encrypted data to be re-encrypted, making it incomprehensible by the original owner of the data so that it becomes impossible for
the user to decrypt it. This article is written to allow users to understand the working steps and challenges of the algorithms, comparisons of the algorithms
and possible solutions for the resent threats in the cloud environment related with cryptography for e-government applications.

Keywords: Cloud Computing, Cryptography, Data Security, RansomWare, E-government security

1  Introduction

E-government undoubtedly makes citizens’ lives
comfortable and communications easier by its positive
effects on increasing efficiency, economy and
effectiveness of bureaucracy for the people and providing
better communication channels for politicians. Moreover,
e-government permits greater access to information,
improves public services, and promotes democratic
processes. For these reasonable reasons there is a
dramatic shift to technology usage and a transition to a
“paperless government” which is constantly increasing
towards a widespread usage of cloud components and
services. The ever increasing usage of electronic
technologies and applications in government services has
played a significant role in citizen satisfaction and budget
minimization. Even though the transition to digital
governance has great advantages for the quality of
government services it is accompanied with many
security threats. One of the major threats and hardest
security problems e-government faces are attacks on the
cloud environment [30].

Currently, cloud computing is considered to be the
newest computing paradigm that offers numerous flexible
and consistent services using virtualization technology
that is used in the next generation of the data centers. Not
only private companies and individuals but also
government departments are trying to increase service
availability through cloud computing infrastructure.
Cloud computing by means of its capacity, resilience and
cost minimization that provides the capability to share
resources in a pervasive and transparent way, also it has
the ability to perform procedures that meet different
needs. Moreover, cloud computing offers on-demand
services to the users and can have the ability to access
common infrastructure.

NIST which is the National Institute of Standards and
Technology, identifies five fundamental specifications of
cloud computing as on-demand self-service, broad
network, access resource pooling, measured service, and

rapid elasticity [32]. It also defines that the cloud offers
services in four different deployment models (hybrid and
community, private, public). It states that cloud providers
provide the services in three service models namely
infrastructure as a service (laaS), platforms as a service
(PaaS), and Software as a service (SaaS), and it is on the
period of development to provide everything as a service
(XaaS) [32]. Grobauer at al [33] shows cloud service
models together with cloud deployment models, and the
fundamental characteristics of this environment.

Due to its capabilities and cost effectiveness, cloud
computing has been attracting the attention of many
academic entities as well as many organizations [31].
High availability in cloud computing is essential. The
availability in the cloud requires the use of cloud
resources and services by authoritative users, based on
their demands [34]. However, threats related to data
confidentiality and service availability can threaten the
cloud environment due to its resource multi-tenancy and
sharing features [35]. The impacts of the non-availability
of services and resources in the cloud are calamitous; and
this can lead to a partial or even total failure of delivering
the required service [34].

In the cloud computing, programs and data are stored
in cloud. So data and programs can easy accessible
anywhere, anytime. The explanation of “cloud
computing” from the National Institute of Standards and
Technology (NIST) is that cloud computing enables
ubiquitous, convenient, on-demand network access to a
shared pool of configurable computing resources (e.g.,
networks, servers, storage, applications, and services) that
can be rapidly provisioned and released with minimal
management effort or service provider interaction [11].

Cloud computing assures that is sharing of computing
resources convenient on-demand. Cloud computing
directly uses resources, collected of all the computing, via
software. Users can buy the computing resource that they
are needed.

The deployment model for the discussion throughout
this paper would be Public Clouds (and also Hybrid
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Clouds). In Public Cloud deployments Cloud platform
cannot be relied upon as the cloud infrastructure is run at
service provider premises and open for public use. In
Hybrid Clouds too part of the cloud infrastructure is run at
service provider. Whereas in Private Cloud deployments
the platform can be trusted since it is completely within
users premises [28].

Cloud computing proposes decreased maintenance
and complexity, enhanced scalability, and operational
risks. These proposals are realized with the cloud
“Infrastructure-as-a-Service” (laaS), “Platform-as-a-
Service” (PaaS), and “Software-as-a-Service” (SaaS).
Since the cloud service model is an important
architectural factor when discussing key managements
aspects in a cloud environment, we are reproducing below
the definitions for the service models provided by NIST
in SP 800-145, “The NIST definition of Cloud
Computing™:

1. Infrastructure as a Service (laaS):

The capability provided to the Consumer is to
provision processing, storage, networks, and other
fundamental computing resources where the Consumer is
able to deploy and run arbitrary software, which can
include operating systems and applications. The
Consumer does not manage or control the underlying
cloud infrastructure, but has control over operating
systems; storage, deployed applications, and possibly
limited control of select networking components (e.g.,
host firewalls).

2. Platform as a Service (PaaS):

The capability provided to the Consumer is to deploy
Consumer created or acquired applications onto the cloud
infrastructure that are created using programming
languages and tools supported by the Provider. The
Consumer does not manage or control the underlying
cloud infrastructure, including network, servers, operating
systems, or storage, but has control over the deployed
applications and possibly the application-hosting
environment configurations.

3. Software as a Service (SaaS):

The capability provided to the Consumer is to use the
Provider’s applications running on a cloud infrastructure.
The applications are accessible from various client
devices through a thin client interface, such as a web
browser (e.g., web-based email). The Consumer does not
manage or control the underlying cloud infrastructure,
including network, servers, operating systems, storage, or
even individual application capabilities, with the possible
exception of limited user-specific  application-
configuration settings.

Cloud computing is a trend in application architecture
and development, as well as a new business model. The
success of many service providers, with Amazon as a
remarkable example, has demonstrated that the model can
be applied to a wide variety of solutions, covering the
different levels defined in the cloud paradigm. We can
consider that cloud computing is at a mature stage,
although there remain some limitations and challenges.
Cloud computing brings important benefits for
organizations that outsource data, applications, and
infrastructure, at the cost of delegating data control. The
information is processed in computers that the users do
not own, operate, or manage. In this scenario, the user

does not know how the provider handles the information,
and therefore a high level of trust is needed. The lack of
control over physical and logical aspects of the system
imposes profound changes in security and privacy
procedures. Currently there is even a lack of service level
agreements between providers and users regarding
security [24].

Multiple data centers are run for storing and
maintaining the users’ data. This multiple data centers are
situated in different geographical location in the world.
Users’ data are stored in the data centers of cloud and
controlled and monitored by cloud service providers.
Users don’t have any control or rights on their data stored
in the cloud not even know the location of the data in
cloud. This nature of cloud makes many security related
issues on the data stored in the cloud. The big problem in
cloud is security of data in the cloud. Cloud data are
attacked by insiders as well as outsiders in different ways
[25].

In the cloud computing, users aren’t necessarily able
to know where their data is located. They just use
whenever they want to. Users upload all their data to the
cloud. There is a need to be hidden in this data or to have
special data. The user is unaware of where and how the
data is stored. In this case, a data security problem arises.
Cloud providers are responsible for ensuring the safety of
data in the cloud. Cloud providers must provide data
confidentiality, integrity, and availability (CIA). Since
there is a problem with the data, the institutions that will
be held responsible for it are the cloud providers.

Cloud computing which has data in different forms as
demonstrated in the figure 1, has some critical problems
such as eaves dropping, unauthenticated access, user
privacy, various hackers’ attacks and leakage and data
theft. And this problems are increased day by day.

Data is undefended to attack independently of where
it is stored. This is why encryption schemes are used to
ensure the security of the cloud-critical data. The user
specifies the encryption key. If user wants to change the
existing encrypted file again, user will open the encrypted
text using this password.

Amongst functional encryption schemes “ldentity
based encryption”, “Attribute based encryption” and
“Predicate-based encryption” in all of which, the data
owner encrypts the data using public key and also
predefines granular access privileges for the rest of the
users to access it. Users would then get secret keys from a
trusted key server and then decrypt parts of the encrypted
data based on their assigned privileges. Such property is
very important when different levels of access control
needs to be enforced on the encrypted data. But by design
they do not provide Output Privacy required in Cloud
Computing set up [28]. However, cryptography should
ensure:

e Data Integrity: information is important when it
is true, data integrity supply this vulnerable point.

e Authentication: it assigns who you are or what it
is.

e Confidentiality: it is interested in to prevent cyber
theft and privacy.
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Data forms in the cloud infrastructure

data at rest

data in transit

data in process
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Figure 1 Data Forms in Cloud [25]

2  Cryptography

Cryptography is a science which is used mathematics.
1t uses mathematics in encryption algorithms. Encryption
algorithms work two ways. First part is encryption. In this
part plaintext is the input and encryption algorithms run
on the plaintext. So cipher text is occurs. Second part is
decryption. 1n this part, cipher text in the input and
plaintext is the output. Cryptography terms:

e Sender and Recipients

e Keys: They are important parameters in
cryptography. They are used for encryption or decryption

e Plaintext (P) : Unencrypted text

e Cipher text (C) : encrypted text

e Encryption Algorithm (E) : it is used for the
transform the plaintext to encrypted text

e Decryption Algorithm (D) : it is used for the
transform the cipher text to plaintext with keys

e Cryptanalyze: it means solving cipher
text without key.

Plaintext - C=D {C, Key}

Cipher text > C = E {P, Key} (Fig. 2)

As for as concerns Cloud computing, the security
concerns are file systems, network traffic, end user data
security and host machine security which cryptography
can clear the some extent and thus helps organizations in
their unwilling recognition of Cloud Computing. [1]

As is demonstrated in the figure 3, cryptographic
methodologies are divided into unkeyed primitives,
symmetric key primitives an public key primitives.
Security Algorithms are classified broadly as:

e Private Key / Symmetric Algorithms: These
algorithms uses the same key to encrypt and decrypt data.
Their processing speed is fast. Example: RC6, 3DES,
Blowfish, 3DES.

e Public Key / Asymmetric Algorithms: These
algorithms use private and public keys to decrypt and
encrypt document. If compared to the single key
symmetric algorithms, these algorithms have slow speed

and thus a high computational cost. Example: Diffie
Hellman and RSA.

e Signature Algorithms: these algorithms use keys
that are sign and authenticate. Examples: RSA, DH

e Hash Algorithms: In this algorithm, size of data
which are used in encryption algorithms, is fixed.
Examples: MD5, SHA

a. Symmetric Algorithms

An encryption procedure is symmetric, if the
encrypting and decrypting keys are the same or it’s easy
to derive one from the other. In nonsymmetrical
encryption the decrypting key can’t be derived from the
encrypting key with any small amount of work. In that
case the encrypting key can be public while the
decrypting key stays classified. This kind of encryption
procedure is known as public-key cryptography,
correspondingly symmetric encrypting is called secret key
cryptography. The problem with symmetric encrypting is
the secret key distribution to all parties, as keys must also
be updated every now and then [22]. Symmetric
algorithms are normally capable of processing major
quantity of data and from computing viewpoint. So has
lower overhead on the systems and have high accelerate
for performing decryption and encryption. Symmetric
algorithms encrypt plaintexts as Block ciphers on constant
number of 64-bit units or as Stream ciphers bit by bit at a
time [10].

Symmetric Algorithms have some problems:

e In symmetric algorithms receiver and sender
have to share secret key between each other. In this
process third person can learn the secret key.

e Then the third person can decrypt the cipher text
and change the context in text. And then, the third person
encrypts the new text. So receiver and sender cannot
understand the changing.These algorithms have one key.
And if hackers have enough cipher text, s/he can learn the
key using brute force attack.
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*C=E(Pk1)
s Encription
Algoritm

*P=D(C, k2)
*Decryption
Algoritm

*Plaintext
Recipient IEIE]
process

Figure 2 Encryption - Decryption process
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Figure 3 A taxonomy of cryptographic primitives

b. Asymmetric Algorithms

Asymmetric Algorithms use private and public keys
to decrypt and encrypt document. The keys are related
between each other. Public key shared with everyone.
Public key or private key is used for encryption. The other
key that isn’t use in encryption process is used for
decryption. Most popular asymmetric algorithms are
RSA, ECC and Diffie-Hellman.

i. RSA

RSA Algorithm named after its inventers (Rivest,
Shamir, and Adelman) is best suited for data security Web
and Cloud based environments. In the Cloud Computing,
the users’ data is first encrypted. Then the cipher text
stored on the Cloud. In RSA use two keys that are related

between each other. Public key is shared with everyone
and Private Key is known only to the end user. In this
Algorithm, the public and private keys are generating
from prime numbers by multiplying that is a mathematical
formula, the numbers together.

RSA is being multiplicative homomorphic. It means
that multiply the cipher texts to discover the product of
the plain text. Therefore the cipher text of the product is
the effect of the result. [1]

Digital Signature with RSA encryption algorithm

The digital signature schemes or digital signatures
are showing the correctness with a mathematical scheme.
RSA algorithm works to encrypting the data while we are
transferring it over the network. The idea of using RSA
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with digital signature is proposed by the authors [4].
Working steps of the proposed scheme:

e Bob wants a document from Alice.

e A record which Bob needs is taking by Alice
from cloud.

e The record, using by some Hash function will be
divided into small chunks. And finally message digest is
occurring.

e Using RSA Algorithm Alice encrypts the
message encapsulate with Bob’s personal key.

o After that Alice adds her digital signature in the
result cipher text.

o For verification of signature, the cipher text will
decrypt to the plain text by Bob with Alice public key and
Bob’s private key.

ii.  Diffie-Hellman Key Exchange (D-H):

Diffie-Hellman is a way for swapping keys which
are using in cryptography. In the first, to operate for the
embed communication determinations a shared hidden
key. This key swap operate provides between the two end
users that have no previous information of each other to
jointly build a published hidden key over untrusted
internet. Then a third session key is calculated. So the
third key isn't clearly be reproduced by a hacker.

Digital Signature with Diffie Hellman Key Exchange
and AES Encryption Algorithm

The authors have selected to make use of a
combination of key exchange algorithm and
authentication technique blended with an Advanced
Encryption Standard (AES) encryption algorithm. This
combination is referred to as “Three way mechanism”
because it ensures all the three protection scheme of data
security, verification, and authentication, at the same
time. [11]

When the key in connection is cut, the institution of
Diffie Hellman key swap serve it pointless. Until key in
connection is pointless without user’s special key,
imprisoned solely to the lawful user. Developed three way
mechanism architecture makes it hard for hackers to
fracture the security system, thereby safety data stored in
cloud.

o Diffie Hellman algorithm is used to generate keys

e For authentication use digital signature,

e To decrypt or encrypt user’s document uses AES
algorithm.

All this is implemented to provide trusted computing
environment in order to avoid data modification at the
server end.

\

]
L

CLIENT 1

CLIENT2

CLIENTN
"

Figure 4 Proposed Architecture
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When client is in need the file, client is downloaded
from cloud server. File to be downloaded is selected;
authentication begins the using digital signature after, to
decrypt the saved file uses AES and the file can accessible
by the client. [11]

c. Cryptography Summary

v' When the key size is big, it more difficult to
decrypt the encrypted texts, which one by one makes the
algorithms effective and efficient.

v’ Using a single secret key algorithm is the most
important subjects when working with users who get into
touch over untrusted internet. Changing frequently or
keeping as secure as possible during the distribution phase
in secret key is an only way.

RSA’s strong side, RSA use the two prime numbers,
and multiple this numbers for the generate key. When the
numbers are reduced the possibility of the decryption by
hackers increased.

Prime number growth;

e Bit number required for encryption

e Maybe more powerful machines are necessary.

¢ Additional memory areas required.

(as a service)

\
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Managed by Vendor
A
NMNianaged by Vendor
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Networking
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Servers
Virtualisation
Server HW
Storage
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3 Challenges in Cryptographic Operations & Key
Management for laaS

According to NIST for each service model, Figure 5
below uses a building-block approach to depict a
graphical representation of the cloud Consumer’s
visibility and accessibility to the “Security and
Integration” layer that hosts the key management in a
cloud environment. As the figure shows, the cloud
Consumer has high visibility into the “Security &
Integration” layer and has control over the key
management in a laaS model, while the cloud Providers
implement only the infrastructure-level security functions
(which are always opaque to Consumers). The Consumer
has limited visibility and limited key management control
in a PaaS model, since the cloud Provider implements the
security functions in all lower layers except the
“Applications” layer. The cloud Consumer loses the
visibility and the control in a SaaS model and, in general,
all key management functions are opaque to the cloud
Consumer, since the cloud Provider implements all
security functions [27].

laaS cloud service security capabilities (SC),
possible  architectural  solutions (AS) and the
cryptographic key management challenges can be
demonstrated in the table 1.

(as a service)

Applications
Runtimes
Security&Encription
Databases
Servers
Virtualisation
Server HW

Storage

Networking

[

Figure 5 Cloud Service Models and Data Protection (Courtesy of CIO Research Council [CRC])

Table 1. Security capabilities, solutions and challenges in laaS [27]

Security Capabilities (SC)

Possible Architectural Solutions

Key Management Challenges

laaS-SC1: The ability to authenticate
pre-defined VM Image Templates
made available by a cloud Provider
for building functional, customized
VM instances that meet a cloud
Consumer’s needs

the templates can be digitally signed by
the cloud Provider.

entails the bootstrapping
problem and hence, requires a
comprehensive security analysis,
rather than just an examination
of the key management
challenge
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l1aaS-SC2: The ability to authenticate
the API calls sent by the cloud
Consumer to the VM Management
interface of the cloud Provider’s
Hypervisor environment

laaS cloud Provider can implement
functionality whereby the VM
Management Interface of the Hypervisor
only accepts and executes authenticated
API calls

Cloud Consumers need to secure
the private key of the
public/private key pair that is
used to sign the VM
Management commands on their
system

1aaS-SC3: The ability to secure the

communication while performing

administrative operations on VM
instances

SSH can be used to enable the VM
instance to authenticate the Consumer
using cryptographic means

Cloud Consumers need to secure
the private key of the
public/private key pair that is
used to authenticate themselves,
using the best enterprise security
mechanisms.

1aaS-SC4: The ability to secure the
communication with application
instances running on VM instances
for application users during cloud-
service usage,

The most common technology employed
is the Transport Layer Security (TLS)
protocol. TLS, just like SSH, can be used
to enable the service instance and client
to authenticate each other using a
cryptographic means.

The secure session requires the
presence of an asymmetric key
pair (private and public keys) for
a service instance and an
optional key pair on the client
side, as well.

laaS-SC5:

The ability to securely store static
application support data securely
(data not directly processed by
applications)

To support applications running on leased
VM instances, 1aaS cloud Consumers
need secure storage services to store
relatively static data such as applications’
source code, reference data used by
applications, preferred VM Images, and
archived data and Logs.

The data that is not processed by
or written to by applications can
be encrypted at the cloud
Consumer site before being
uploaded to the cloud Providers
file storage service.

1aaS-SC6: The ability to securely
store application data in a structured
form (e.g., relational form) securely
using a Database Management
System (DBMS)

The whole database is protected with a
single Database
Encryption Key (DEK) that is itself
protected by more complex means,
including the possibility of using a
Hardware Security Module (HSM).

Since the laaS cloud Consumer
has administrative control of the
subscribed DBMS instance, it
has control over the DEK as
well.,

1aaS-SC7: The ability to
securely store application data that is
unstructured

This operation requires storage-level
encryption similar to
Transparent/External encryption

The same key management
challenges apply

4 Recent Threats

Cloud use is increasing day by day. The spread of the
cloud is actually a good development. However, this
development brings new problems as well. Security
researchers are found the new wvulnerabilities and have
released tools that could help users recover files encrypted
by two relatively new ransomware threats: PowerWare
and Bart.

PowerWare (PoshCoder) aimed the healthcare
organizations. 1t was first spotted in March. It noticed
because it was implemented in Windows PowerShell, a
scripting environment designed for automating system
and application administration tasks. New version of
PowerWare threat called Locky have recently found by
Researchers. Locky uses the extension .locky when cipher
text and sends the some ransom note used by the real
Locky ransomware. Fortunately, PowerWare is nowhere
near as powerful as the ransomware programs it imitates.
PowerWare uses the AES-128 encryption algorithm, but
with a hard-coded key.

Researchers managed to crack another ransomware
program called Bart. Bart first appeared in June. This
threat locks files inside password-protected ZIP archives.
It doesn't use advanced encryption algorithms. In the Bart
infections, affected files original name and extension will
changed with .bart.zip. Bart uses ZIP-based encryption.
Its key is a complex and very long. Using brute-force

methods, the researchers have work out a way to guess
the key.

Recent event should be a wake-up call for the mnternet
is a dangerous place if your computers and networks are
not taking at least basic protection. In 12 may 2017, there
was a large-scale massive wave of ransomware attacks in
National Health Service (NHS). This malware, known by
various names including WannaCry and Wanna
DecryptOr, is understood to have originated from a leak of
the US NSA cyber tools. Based on the latest information
WannaCry fits well into the classical definition of worm.
It has two main parts, a worm module and a ransomware
module. All it takes is for one user on a network to be
infected to put the whole network at risk. WannaCry’s
propagation capability is reminiscent of ransomware
families like SAMSAM, HDDCryptor, and several
variants of Cerber—all of which can infect systems and
servers connected to the network. WannaCry ransomware
targets and encrypts 176 file types. Some of the file types
WannaCry targets are database, multimedia and archive
files, as well as Office documents. [18]

There are a few basic measures that must be taken to
protect against cyber-attacks. These

« Having an anti-virus software

«  Keep this software update

»  Prevent direct access to important data

« Back up important files to a local hard drive.

»  Keep the data encrypted

10
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There are some products that prevent these attacks.
One of them is Malwarebytes software. Software that
prevents attacks is wannakiwi software. This utility
allows machines infected by the WannaCry ransomware
to recover their files. wanakiwi is based on wanadecrypt
which makes possible for lucky users to :

» Recover the private user key in memory to save it
as 00000000.dky

» Decrypt all of their files

The Primes extraction method is based on Adrien
Guinet's wannakey which consist of scanning the
WannaCry process memory to recover the prime numbers
that were not cleaned during CryptReleaseContext().
WannaKiwi has some limitations;

e Firstly, this method relies on scanning the
address space of the process that generated those keys.

e Secondly, we do not know how long the prime
numbers will be kept in the address space before being
reused by the process.

This is not a perfect tool, but this has been so far the
best solution for victims who had no backup. Wannakiwi
method has working capacity in 32-bit operating systems.
How 64-bit operating systems will work is not yet clearly
defined.

A study, proposes a cryptographic scheme for cloud
storage, based on an original usage of ID-Based
Cryptography (IBC). Proposed solution has several
advantages. First, it provides secrecy for encrypted data
which are stored in public servers. Second, it offers
controlled data access and sharing among users, so that
unauthorized users or untrusted servers cannot access or
search over data without client’s authorization. During the
last decade, IBC has been enhanced by the use of the
Elliptic Curve Cryptography (ECC). As a consequence,
new ID-based encryption and signature schemes emerged
[26].

The greatest feature of the ECC encryption algorithm
is that it can provide the security level provided by other
public key cryptography systems with lower key values.
Along with the development of the technology, newly
created encryption algorithms should adapt to this
hardware structure. It is very important to secure the
newly created wireless networks. With the security
provided, it is very important to use the limited bandwidth
of the encryption algorithms to be used in wireless
networks. ECC is also a very important encryption
algorithm for wireless networks with low key usage. As a
result, ECC is an open key encryption algorithm with very
important advantages that the RSA encryption algorithm
can take place [36].

In cloud computing, users have to rely on service
providers because they do not have detailed and detailed
information about how their data is stored. It is critical to
make this a little more secure with hardware-assisted
cryptography algorithms built with system-level designs.
However, a problem arises when using biometric
information for security purposes: To what extent will the
security of biometric information be kept confidential? If
each biometric data is considered to be a unique key that
is unique to the person, it is possible that the person can
be used as a security enhancing element in entry and exit.
Biometric data are precious biologically derived features
that cannot be changed. For this reason, a system design

should be made considering the safety of these special
data [24].

In the past days, some of the famous people in the
cloud, hiding in the clouds of personal data of malicious
third parties have taken place in the media claim. This
suggests that access to cloud computing should be more
controlled. From this, it is reasonable to authorize the use
of unchangeable and irrevocable properties of the person
during access to the personal account. It is more
confidential to check on their own, not directly on the
cloud, due to the fact that people have their own specific
biometric data, concern for passing third parties, and even
distrust of cloud service providers. For this reason,
besides personal cipher, besides fingerprint data control
and secret key production processes based on received
biometric data should be studied included in order to
protect accounts from unauthorized access. The secret key
is an important parameter to be used in the
communication phase with the cloud.

A different approach to other tasks should be
designed and tested on an application basis, with an
available key from biometric data and the implementation
of a hardware module design. As mentioned in [37] and
[38], the processing of the fingerprint data with a function
similar to the hash function has been used to generate a
unique number. The unique ID obtained has been
integrated into the designed system and an important step
has been taken in terms of its applicability with this
aspect.

There are also some specific problems that tries to
provide solution for the could privacy. One of them is
pCloud. With pCloud’s unique client-side encryption
functionality users’ files are safely hidden from any
unauthorized access. pCloud Crypto lets users protect
their confidential files with high-end security, making it
as easy as placing a file in a folder. pCloud's security
application encrypts data on user's computer, and uploads
only the encrypted version to the servers. Files never
leave user's device, so there is no way that anyone
receives sensitive information in a plain version. We
apply zero-knowledge privacy, meaning that encryption
keys are not uploaded or stored on pCloud servers, and
we are incapable of viewing user files. The encryption
key (Crypto Pass) is only available to the one who creates
it, i.e. the user. However this solution is still prone to
ransomeware that encript even encripted data making it
uneccessible.

Authentication is done by calculating cryptographic
hash of the data during encryption and decryption, and
comparing the results. There are two popular approaches
to that: one is to calculate the checksum of the whole file,
another is to calculate checksums of small blocks in the
file. The downside of the first approach is that you need to
have the whole file in order to authenticate it, which may
not be the case. Partial file modifications are also
problematic in this case and might also require access to
the full file. The second approach is vulnerable to several
types of attacks. Most likely, the service provider may
construct a version of the file that never really existed by
combining different small blocks in different ways. In
pCloud Crypto we solve this problem by using a tree of
hashes (also called Merkle tree, similar to what Bitcoin is
using as a central part in its protocol).By now, the
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combination of all keys and security layers that pCloud
uses has proven to be unbreakable.

5  Future Direction

In cloud computing, every day a new weakness can
be detected. Developed encryption systems are constantly
focused on ensuring that third users do not understand. As
we have seen from the most recent attack, making the
verb incomprehensible should not be the real transaction.
The biggest shortcoming of existing encryption systems is
that the encrypted data cannot be secured.

We encrypted a text. The text now becomes one that
only the key can understand to read freely. An attacker
has received encrypted text that we know is safe for our
encryption and encrypted it with an algorithm developed.
We have provided the reliability of the data using
encryption, but we cannot reach the data at this time. If
the assailant tells us that he will give us back the money
after we have received his medic, we do not have a thing
to do.

The real problem here is the creation of encrypted
data in the read-only format. When | say read-only, there
is no technology that can change the format in the coded
text that | mean. Encrypted text cannot be modified. To be
formatted, the encrypted text should be in the format such
as jpg, system file, pdf (as visual jpg file), etc.

New attacks, newly discovered weaknesses or new
methods put forward are research topics for the future.
New research topics determine the direction in which
systems go. According to research, the most recent topic
in the field of cloud computing cryptography is to prevent
re-encryption of cipher text. It is aimed to prevent the
attacks that make it impossible to be encrypted by re-
encryption.

Furthermore, by the advent of quantum computers,
CPU

6 Conclusion

Cloud provides many benefits to its users but it has
some security problems due its advanced nature of cloud.
Data outsourcing is widely popular due to the computing
power of cloud. At the same time, security of outsourced
data is a question from all the cloud users [25].

Privacy and security in cloud can be said to be
achieved when users have control over information they
want to reveal to cloud and who can access their
information. Without guarantee of security and privacy
users can't make shift to cloud only on the basis of lower
cost and faster computing. Certain cloud related standards
and cryptographic methods for security are coming to
existence, still there is long way to go for public cloud to
become a trustworthy computing environment [29].

Cloud computing is arising a popular platform in
computing industry. Corporate organizations and private
and public enterprise are using the Cloud services. But
they are facing with threats which are privacy, data theft
issues and security. In the organization is a mandatory
requirement that Reducing data storage and processing
cost. In decision making process of all the organizations,
always the most important tasks is that information and
analysis of data. In the cloud, security algorithms are used

for needs to be properly used for provide end user
security. A lot of techniques about the data protection and
to achieve highest level of data security have been
proposed by researchers in the cloud. For the acceptable
cloud computing is required more works.

Classic  Encryption methods make the data
incomprehensible, so that they cannot be used even if they
are played. Nowadays, the newly developed cyber-attacks
are not understood by the original owner of the ciphered
encrypted data, and it is impossible to solve the cipher.
The most recent example of this type of attack is the
WannaCry attack.

According to the latest academic studies; now end
users are not using just one encryption algorithm to
protect their data. They use multiple encryption
algorithms to protect data. Thus, the point where one
algorithm is missing is completed with the other
algorithm. The latest technological news and technology
is to ensure the protection of the encrypted data and to
allow the cryptographer to freely use it again when
requested.
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